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PQC Migration Approaches



1. Approaches To Implementing Post-quantum Cryptography Into Existing Systems and Systems Currently Being Developed and Fielded

 

The advent of quantum computers capable of executing Shor’s Algorithm on public-key cryptographic systems will render current public key cryptographic standards vulnerable to cryptanalysis. This will mean that none of the current standard public-key cryptography will be able to either adequately protect the integrity of information using digital signatures or adequately protect the confidentiality of cryptographic keys on which the confidentiality of information depends. A set of quantum resistant cryptographic algorithms has been selected as a basis for replacement public key cryptographic standards. But it will take a very significant period to develop the standards and cryptographic validation processes,  to develop the cryptographic protocols and conformant products to replace quantum-vulnerable products, and to acquire and implement quantum-resistant products into systems currently in use or in the process of being designed and fielded. The replacement processes cannot all take place simultaneously. Public-key cryptography is simply used in too many systems and in too many use cases. Once organizations have identified where they are using quantum-vulnerable public-key cryptography, they will need to:

· Identify instances where replacement can take place in-house, that is, where replacing quantum-vulnerable software on their systems can be accomplished without critically impacting interoperation with other organizations (e.g., customers, suppliers, support organizations, dependent organizations).

· Identify instances where replacement must be coordinated with external organizations (e.g., network/internet service providers, cloud service providers, customers, logistics suppliers, other support organizations, other dependent organizations).

· Identify sources of replacement products and services and, where necessary, coordinate the replacements with suppliers, partners, and dependent organizations.

· Identify systems and components where replacements are not available or scheduled to become available, but on which the organization’s systems depend or are dependent.

· Prioritize acquisition of replacement products, services, and support based on criticality of information and processes and on schedules driven by constraints identified during the research and coordination processes.

· Develop and maintain a schedule for acquisition, installation/integration, and establishment of support services.

· Acquire, install/integrate, and initiate support for the replacement products and services in accordance with the schedule and in coordination with organizations that are dependent on the organization’s operations and services or on whose operations and services the organization is dependent.



Maintaining interoperability that is critical to dependencies may often mean that a product or system may need to continue for some time support for quantum-vulnerable public-key cryptography as quantum-resistant cryptography is phased in rather than simply abandoning quantum-vulnerable products and services as quantum-resistant products are fielded. This initial paper will address three cases:

· Cases where quantum-vulnerable products and services replace quantum-resistant products and services without any provision for continued support for quantum-vulnerable products and services

· Cases where hybrid schemes for establishing the key variables on which the confidentiality and integrity of information depends are employed, and an organization has concerns regarding the possibility that security flaws will be discovered in the new algorithms and wants to use a scheme that is dependent on both a new quantum-resistant algorithm and a legacy quantum-vulnerable algorithm.	Comment by Barker, Elaine B. (Fed): Actually, this approach could be implemented in such a way that either the old, the new or both algs. could be used, depending on what has been negotiated. 
The second bullet could discuss the use for key establishment.


· Cases where dual multiple digital signature schemes are can be employed that continue to permit quantum-vulnerable signature and signature verification supporting some level of integrity protection for information exchanged with or maintained by other organizations on which the organization in question depends but that have not yet implemented quantum-resistant cryptography	Comment by Barker, Elaine B. (Fed): Reword to talk about have multiple signatures on a msg., each generated by a different algorithm. This allows verification using either alg.; 

2. Drivers

2.1 Drivers For Use of Quantum-Safe Algorithms Only 



Drivers for advocating use of quantum-safe algorithms only include:



· Security advantages of terminating security dependence on no longer safe cryptography as soon as possible

· Avoiding the cost of maintaining support for multiple key variable protection schemes

· Avoiding the complexity of protocols providing hybrid key management establishment and/or dual digital signature schemes and connectivity issues that may arise in the process of automated negotiation of which schemes are accepted by initiating and relying parties

· Avoiding dual migration costs (e.g., the cost of migrating from quantum-vulnerable products and services to hybrid and/or dual signature products and services, then later migration from hybrid and/or dual signature products and services to fully quantum-resistant products and services

· Avoiding performance degradation associated with processes associated with supporting multiple key management and digital signature schemes for the same information exchange or retrieval



2.2 Drivers For Hybrid Key Management Schemes



Drivers for advocating hybrid schemes for protecting establishing key variables on which the confidentiality of information depends include the following:



· There is still a relatively brief track record for quantum-resistant public-key algorithms that have been approved for protecting cryptographic keys. Maintaining a fallback capability for some level of protection of key variables in the event that a fatal flaw is found in one of the new quantum-resistant algorithms

· Permitting continued interoperation with dependent systems and systems on which the organization depends but that have not yet implementeddecided to be completely dependent on new quantum-resistant cryptography	Comment by Barker, Elaine B. (Fed): Talk about negotiating whether the old or the new or both algs are used? Use the old when one or both parties don’t have the new alg., the new when both have the new and are confident in its use, and use both when both parties have both algs. and feel more comfortable using both.

· Providing flexibility in coordination of scheduling for implementation of quantum-resistant cryptography with dependent systems and systems on which the organization depends but that have not decided to be completely dependent on new quantum-resistant cryptographyyet implemented quantum-resistant cryptography	Comment by Barker, Elaine B. (Fed): Talk about the flexibility of scheduling implementation updates.

2.3 Drivers For Dual Signature Schemes 



Drivers for advocating dual digital signature schemes that continue to permit quantum-vulnerable signature and signature verification include the following:



· Permitting continued ability to maintain integrity protection by signing for and verifying signatures from dependent systems and systems on which the organization depends but that have not yet implemented quantum-resistant cryptography

· Providing flexibility in coordination of scheduling for implementation of quantum-resistant digital signature capability with dependent systems and systems on which the organization depends but that have not yet implemented quantum-resistant cryptography

· There is still a relatively brief track record for quantum-resistant public-key algorithms that have been approved for digital signature. Maintaining a fallback capability for some level of integrity protection in the event that a fatal flaw is found in one of the new quantum-resistant algorithms

3 Stakeholders



Stakeholders concerned with post-quantum cryptography migration approaches include both public sector and private sector organizations. Among these, organizations concerned with post-quantum cryptography migration approaches include developers, vendors, integrators and users of cryptographic products and services



3.1 Private Sector Organizations 



Private sector organizations concerned with post-quantum cryptography migration approaches include:



· Academia and private industry researchers

· Product developers and vendors

· Network, internet, and cloud service providers

· User organizations (all industry and academic sectors)

· Standards Development Organizations both U.S. national and international bodies



3.2 Government Organizations



Government organizations concerned with post-quantum cryptography migration approaches include:



· Federal cybersecurity policy, standards, guidance, and enforcement organizations

· Federal procurement activities

· Federal departmental and agency system owners and operators

· National security organizational system owners and operators (both military and civilian)

· State and local government system owners and operators



4 General Use Cases



The migration approach adopted can be driven by factors such as the sensitivity of the information being exchanged (e.g., financial date, PII, classified information), the time-criticality of information exchanges, organizational policy constraints, or even one or more of the following general use cases:



· Confidentiality protection across a private network for keys used in information exchange including both IT (e.g., financial systems) and Operational Technology applications (e.g., process control systems)

· Confidentiality protection across public networks for keys used in information exchange (e.g., using standard protocols such as HTTPs, TLS, SMTP, ISAKMP, CMP, and S/MIME)

· Confidentiality of key variables for protection of stored information (e.g., use of composite keys  in database management systems)

· Digital signature (including hash-based signature)



5 General Challenges



General challenges faced in selection of an algorithm migration approach include the maturity of activities that are pre-requisite to scheduling and planning migration activities, processes required to guide implementation of quantum-resistant algorithms in legacy systems, and processes required to guide implementation of quantum-resistant algorithms in planned systems or systems under development.



5.1 Pre-requisites to Development and Planning



Some examples of activities that are prerequisite to scheduling and planning migration activities include the following:



· Algorithm selection and subsequent standards development/publication status

· Availability and maturity of implementation validation capabilities and procedures (e.g., FIPS 140)

· Availability and maturity of approved signature schemes using quantum-resistant algorithms

· Availability of applicable standard key establishment and management protocols

· Public Key Infrastructure (PKI) standards design for quantum-resistant algorithms, applicability to use case, and maturity (readiness to support  implementation requirements)



5.2 Development and Implementation for Legacy Systems



Some examples of processes required to guide implementation of quantum-resistant algorithms in legacy systems include the following:



· Discovery Processes – discovery of where and how public key cryptography is used in a legacy system, of what protocols are used, of the status of protocol adaptations to necessary to accommodate quantum-resistant algorithms, of performance constraints, and of the cryptographic protocols and constraints associated with each system and network to which cryptographically-protected connection is required.

· Cryptographic Component Development Guidelines (e.g., Secure development requirements derived from cryptographic standards such as FIPS 140 and other secure software development guidelines and requirements applicable to  development of cryptographic software).

· Cryptographic Integration Guidelines (e.g., risk-based protocols and standards for secure integration of cryptography into systems including Special Publication 800-53 controls).



5.3 Development and Implementation for New Systems



Some examples of processes required to guide implementation of quantum-resistant algorithms in planned systems or systems under development include the following:



· Cryptographic Component Development Guidelines (see Section 5.2)

· Cryptographic Integration Guidelines (see Section 5.2)

· Interoperability with and among implementations – planning for integration of quantum-resistant cryptography into planned systems or systems still under development must factor in the cryptography being employed by (or planned to be employed by) systems with which the new system is expected to interface and interoperate.



6 Considerations in Selecting a Migration Approach



The following considerations apply to determination of where each migration approach is most applicable for protection of the confidentiality of cryptographic keys and for digital signature.



6.1 Use of Quantum-Resistant Algorithms Only

6.1.1 Advantages of Using Only Quantum-Resistant Algorithms



6.1.1.1 General Advantages



· Security advantages of terminating security dependence on no longer safe cryptography as soon as possible

· Avoiding the cost of maintaining support for multiple key variable protection schemes

· Avoiding the complexity of protocols providing hybrid key management and/or dual digital signature schemes and connectivity issues that may arise in the process of automated negotiation of which schemes are accepted by initiating and relying parties

· Avoiding dual migration costs (e.g., the cost of migrating from quantum-vulnerable products and services to hybrid and/or dual signature products and services, then later migration from hybrid and/or dual signature products and services to fully quantum-resistant products and services

· Avoiding performance degradation associated with processes associated with supporting multiple key management and digital signature schemes for the same information exchange or retrieval



6.1.1.2 Key Establishment Use Cases

[Cite advantages specific to the key establishment use case of using only quantum resistant algorithms.]



6.1.1.3 Dual Digital Signature Use Cases



[Cite advantages specific to the dual digital signature use case of using only quantum resistant algorithms.]



6.1.2 Disadvantages of Using Only Quantum-Resistant Algorithms



6.1.2.1 Key Establishment Use Cases

[Cite disadvantages specific to the key establishment use case of using only quantum resistant algorithms.]



6.1.2.1.1 Standards Gaps

6.1.2.1.2 Technology Gaps

6.1.2.1.3 Implementation Issues 



6.1.2.2 Digital Signature Use Cases

[Cite disadvantages specific to the dual digital signature use case of using only quantum resistant algorithms.]

6.1.2.2.1 Standards Gaps

6.1.2.2.2 Technology Gaps

6.1.2.2.3 Implementation Issues 



6.1.3 Circumstances Under Which Using Only Quantum-Resistant Algorithms May be Attractive

[Summarize circumstances under which using only quantum resistant algorithms may be advantageous.]



6.2 Use of Hybrid Cryptographic Approaches



6.2.1 General Advantages of Hybrid Approaches



· Permitting continued interoperation with dependent systems and systems on which the organization depends but that have not yet implemented quantum-resistant cryptography	Comment by Barker, William C. (Assoc): Delete?

· Providing flexibility in coordination of scheduling for implementation of quantum-resistant cryptography digital signature with dependent systems and systems on which the organization depends but that have not yet implemented quantum-resistant cryptography

· There is still a relatively brief track record for quantum-resistant public-key algorithms that have been approved for protecting cryptographic keys. Maintaining Institutions may wish to maintain a fallback capability for some level of protection of key variables in the event that a fatal flaw is found in one of the new quantum-resistant algorithms. Hybrid schemes may support cases where hybrid schemes for protecting key variables on which the confidentiality of information depends are employed and an organization has concerns regarding the possibility that security flaws will be discovered in the new algorithms and wants to use a scheme that is dependent on both new quantum-resistant algorithm and a legacy quantum-vulnerable algorithm.

· Having quantum-resistant key establishmentdigital signature (dual digital signature employing both quantum-resistant and legacy quantum-vulnerable signatures while the FIPS-140 program is developing its capability to validate quantum-resistant products and still retaining FIPS 140 compliance)



6.2.2 Advantages of Hybrid Key Establishment Use

[Cite advantages specific to the key establishment use case of using a hybrid approach.]



6.2.3 Advantages of Dual Digital Signature Use 

[Cite advantages specific to the digital signature use case of using dual digital signatures.]



6.2.4 Disadvantages Of Hybrid Key Establishment Use

Though schemes that employ both legacy quantum-vulnerable algorithms and new quantum-resistant algorithms in key establishment, it is not advisable to protect the same key using both quantum-resistant only and quantum-vulnerable methods (where some holders protect the key using quantum-resistant algorithms and others protect the key using quantum-vulnerable methods). Compromise of either key protection approach will compromise the key for all holders of the key.

[Cite other disadvantages specific to the key establishment use case of using a hybrid approach.]

6.2.4.1 Standards Gaps

6.2.4.2 Technology Gaps

6.2.4.3 Implementation and Performance Issues 



6.2.5 Disadvantages Of Dual Digital Signature Use

[Cite disadvantages specific to the digital signature use case of using dual digital signatures.]

6.2.5.1 Standards Gaps

6.2.5.2 Technology Gaps

6.2.5.3 Implementation Issues



6.2.6 Circumstances Under Which Hybrid Key Management Approach is Attractive

[Summarize circumstances under which hybrid key management approach is attractive.]



6.2.7 Circumstances Under Which Dual Digital Signature Use is Attractive

[Summarize circumstances under which hybrid key management approach is attractive.]
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